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1. Preliminaries to Quan
Computation




Quantum Computation
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Quantum Computation

“I think whatever superpower gets that first, it would
be like the equivalent of first digital nuclear bomb,”
Rep. Mike McCaul
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Quantum Computahon 3| Adyéntagé
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A research team establlshed aquantum computer prototype, named "Jiuzhang,"
via which u&q Z:6 pho‘tons were detected. - Thi N .

-

s

This achievement marks that China has reached the first mllestone on the path.to
full-scale quantum computmg -- a quantum computational advantage,,also known
as "quantum supremacy," which indicatésan overwhelming quantum tomputatmnal
speedup.
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Optimization algorithms

HOW QUANTUM COMPUTING COULD TRANSFORM LOGISTICS
WITHIN 5-10 YEARS

Enhance dynamic
route optimization

WHAT ARE QUANTUM COMPUTERS?
Computers using quantum bits

(qubits) to organize, process and
store information

Maximize
simultaneous
packing of parcels

(';9 Improved speed

Stores more

/. . Support adaptive
© information

reallocation
of assets

u Uses less energy
\. )

Enable rapid
testing of designs
and materials for
logistics use




Optimization algorithms




Data science and mathema
modeling |



MACHINE LEARNING
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Quantum sensing




Quantum sensing
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2. Post-quantum cryptographip\\
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PUBLIC KEY
ENCRYPTION

SIGNATURES

KEY EXCHANGE

SYMMETRIC KEY
ENCRYPTION

HASH FUNCTIONS

CLASSICAL POST-QUANTUM

RSA (integer factorization)
ECC (discrete logarithm)

McEliece (code-based)
Kyber (KEM) (attice-based)

RSA (integer factorization)
DSA (discrete logarithm)
ECDSA (discrete logarithm)

XMSS (hash-based)
HVEvV- (multivariate)

DH (discrete logarithm)
ECDH iscrete logarithm)

NewHope (lattice-based)

AES-128

AES-256

SHA2
SHA3




' 1981:

| idea of L.quantum simulation”
| of Richard Feynman

1980

I 1970s:
| ~default” RSA key size:
g 212-768-bit keys

Il RSA key size recommendations
B development of qunantum computes
B successes in breaking RSA

' 1997:

' 1994: 1 ' 1999:
| 426-bit RSA | first RSA-512 factorization;

' 2005:

key cracked , duration of 7 months

| <& raced
|
1990 I 2000
|
| I 1990s:
I RSA Laboratories
| recommend
I ; 768-1024-bit keys
|

I 1991:

RSA Laboratories
| opend RSA Factoring
. Challenge

I 2002:
| NIST recommends
g 1024-bit key

I first practical quantum I first .qubyte” quantum
| computer experiments | computer

' 2010:

' 2017:
I 1Bm presents 50-qubit
| quantum computer

| RSA-768 factorization;

2010

l 2012:

I NIST recom-
I mends

. 2048-bit key

duration of 2 years

| 2016:
NIST recommends
3072-bit key

I since 2017:
| NIST standardization
I for post quantum

cryptography
]

Austria, March 2016: "A quantum machine factors the number
15" using Shor's algorithm.
New largest number factored on a quantum device is 56,153






Prevention measures

Audit data and cryptographic assets /—\J
L=

Identify the types of cryptographic keys , // o

/ LD \
Identify potential future infrastructure limitation /:"3

\ &
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Maintain situational awareness /£
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BB84

Photons
Rectilinear
polarization 1—.—>
mode
Diagonal
polarization x ’ ‘
mode

Established bit value 0 1




BB84

Detection
filter
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Alice

Transmitted photon \[ .
Unpolarized } h
photon N

Laser

e

e

Detection
filter

Alice's bit sequence:
Alice's filter scheme:

l

/
Bob’s detection scheme: + +
1 0
0

Bob's bit measurements:

1 1
\ —
X =
1 i
1 1
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et

0 1
N
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0 i
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Retained bit sequence (key): —



National Quantum Communication Backbone Project

» Inter-city quantum communication backbone with 32 trusted relays (~2000km)
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:Fq‘r finaneiat appllcatlons publlc affajrs “efc” -t
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The World's First Quantum Science Experiment Satellite “Micius” Was Successfully Launched Satellite-based Entanglement Distribution Over
1200 Kilometers and Test of Non-locality at Space Scale

01

2017-08-10

Congratulations to “Micius”

Quantum Satellite for Successfully Completing
Three Major Scientific Experiments

China Becomes the First Country Mastering
the Satellite-ground Wide-area
Quantum Communication Network Technology

%2

5 _‘"‘..

Quantum Key Distribution from the
Satellite to Ground Over 1200 Kilometers

Quantum Teleportation from Ground to the
Satellite Over 1400 Kilometers




Perfect eavesdropper on a quantum cryptography system (2011)
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Quantum Eve

(I)> Quantum Hacking Group

=



4. Critical Path




Critical Path

« Understand industry impact.

* Develop a strategy.




Critical Path

* Monitor technology and industry develop

 Improve your crypto-agility.
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New QKD protocol

Alice Bob e

3.-Bob announces Double

2.-Bob measures Alice's non-orthogonal
Matching events to Alice.

state pairs with random bases (X or Z).

Event: Double Matching (DM).
Base en Z
Getting: (| - >, [0z>)
1.-Alice prepares and sends Bob a random
string of non-orthogonal quantum states.
Event: No-Double Matching (DM).
Z
I {; * Getting: (| 0z >, [1z>)
Event: Double Matching (DM).

Getting: (|0x>, | - >)

Base en X

Event: No-Double Matching (DM).

%x Getting: (|0x>, |1x>)



New QKD protocol

Alice

Photonic Source

Polarizing Filter

|0z> z
|0x> $¢1x> +
[1z>

Eve measurement

Base on Z

Base on X
a

Bob

e

Baseon Z

% $ €= Base on X
L

(|1x>,]0z>) (|0x>,|0z>) (|1x>,|0z>) (1x>]1z>) (|1x>|1z>) (|ox>,|1z>)
State pairs sent by Alice
Bob Measurement | i =(—.|12)): i2 = (|1x), —) ig=(=12)): | ig=(]1x),—)
Alice Frames | 1. f3=(i1.ia). | 2. f3="(i1.i3), | 3. fo = (ia,ia),| 4 fo= (i3, i)
1. i ( o |17*>) 2 |92 il (_ HZ)) ‘ 3. 19 (’1\> ) 4. ii}( o |12>) .
Bob's Frames and SS | i, \1x) — /) /° ia \— |12) S35 ) - o i \U1x) — Jo
S8 =11,11 SS = 00,11 SS = 00. 11 SS = 11,11
Secret bit 0 1 0 0




doi.org/10.3390/symi12061053

doi.org/10.3390/e23020229
Secret bits

vvvvv # OBER 0%

=gt OBER 25%

“““““ # OBER 50%

— gt OBER 75 %

- — 3 o =
N=100 M=200 N=300 N=400 N=500 N=G00 N=700 N=B0D N=800 N=1000

# OBER 0% 544 1981 443 7870 13397 17698 25227 32180 42142 51968
== OBER 25% 519 1236 2528 4450 7827 10485 138953 19580 23729 29536
# OBER 50% 238 535 1274 1964 3098 414 6542 BB31 11109 13144
=g it QBER 75% 33 167 316 662 1083 1282 1783 2319 3040 4258

« Distance
 Speed
« Key length


https://doi.org/10.3390/sym12061053
https://doi.org/10.3390/e23020229

Post-quantum KEP

P=kukl1-P*=ku*k?

Public Key Private Key
Pa — kauxa(ka)_l Ra — {kCIJxCI}
Py = kpu*s (k)™ Ry = {kp, xp}

doi: 10.20944/preprints202105.0174.v1



Post-quantum KEP

User Operation Result

Alice (kbumbkb_l)ma — kbllm“mbkb_l

kauﬂjamb ka_1

Bob | (kau"*ka ')"

doi: 10.20944/preprints202105.0174.v1



Post-quantum KEP

‘ Alice | ‘ Bob |

kbumamb kb_l

> kb_lkbumambkb_lkb

ke = utetr

Tox —1
kou®*" bk,

ko thkou®eTrky kg <

ks — ’U;I“:Bb

¢

doi: 10.20944/preprints202105.0174.v1



Post-quantum KEP

User Public key Certified key l

CA Kea® Kea 7 _
Alice kauma ka_]‘ kaumamca ka—l

Bob kpu®tky ' | kpu®tTeoky, !

doi: 10.20944/preprints202105.0174.v1



Post-quantum KEP

Alice I

kokstok, ™!

Bob |

kbkstbkb_ls kakstatbka_l

ks tatb

kbkstatbkb—l

doi: 10.20944/preprints202105.0174.v1

j kst“tb
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Conclusions ZSSIL,

Understand industry impact.

Develop a quantum strategy. ‘
Monitor technology and industry develop rient
Improve your crypto-agility.
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