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1. Preliminaries to Quantum 
Computation



Quantum Computation



“I think whatever superpower gets that first, it would 
be like the equivalent of first digital nuclear bomb,” 
Rep. Mike McCaul

Quantum Computation









Optimization algorithms
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Data science and mathematical 
modeling





Quantum sensing



Quantum sensing



2. Post-quantum cryptography





Austria, March 2016: "A quantum machine factors the number 
15" using Shor's algorithm.
New largest number factored on a quantum device is 56,153





Prevention measures

• Audit data and cryptographic assets

• Identify the types of cryptographic keys

• Identify potential future infrastructure limitations

• Maintain situational awareness





3. Quantum communication
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Perfect eavesdropper on a quantum cryptography system (2011)



Quantum Eve

Quantum Hacking Group



4. Critical Path



Critical Path

• Understand industry impact.

• Develop a strategy.

www2.deloitte.com/us/en/insights/topics/innovation/quantum-computing-business-applications.html/



Critical Path

• Monitor technology and industry developments.

• Improve your crypto-agility.

www2.deloitte.com/us/en/insights/topics/innovation/quantum-computing-business-applications.html/







New QKD protocol



New QKD protocol



• Distance

• Speed

• Key length

doi.org/10.3390/sym12061053

doi.org/10.3390/e23020229

https://doi.org/10.3390/sym12061053
https://doi.org/10.3390/e23020229


doi: 10.20944/preprints202105.0174.v1

𝑷 = 𝒌 𝒖 𝒌−𝟏 → 𝑷𝒙 = 𝒌 𝒖𝒙 𝒌−𝟏

Post-quantum KEP



Post-quantum KEP
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Post-quantum KEP
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Conclusions

• Understand industry impact.

• Develop a quantum strategy.

• Monitor technology and industry developments.

• Improve your crypto-agility.



Thanks for your attention!


